
CND Consultants:
Attracting people with the correct skill set is imperative for running a 
SOC, it is not always sufficient to employ an individual with experi-
ence of a security product.  CND Analysts have this knowledge, but 
more importantly they understand the context behind the content of 
the reported security event.  An experienced analyst can monitor a 
security console for malicious events that are masked by thousands 
of benign events and be independently capable of using the many 
supporting technologies to their full capabilities.
CND Information Security Consultants are Subject Matter Experts 
(SME) providing expertise and support to your organisation which is 
required to develop, enhance processes and procedures within your 
SOC. Our consultants can also offer in-house training for your 
current staff, and have a great deal of experience in building a 
Security Operations Centre from conception to completion.

 

Building a SOC
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Computer Network Defence Ltd’s (CND) Security Operations Centre (SOC) Service is a framework which 
provides clients with the design, delivery and operation of a SOC either as an entire solution or any part 
within. The end result ensures the co-ordination of security events and monitoring assets to provide the 
client with a correlated and centralised security capability. The offered service is modular and vendor 
neutral, allowing the client to request our assistance with specific elements or, indeed, an entire solution 
based upon either their own design or one provided by CND. 

“The CND SOC Service is extremely flexible and can be tailored 
around a client’s needs. ”
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SOC Service Modules:
The CND SOC Service is extremely flexible and can be tailored 
around a client’s needs.  A client may wish to utilise CND for all or 
just certain elements of a SOC build.  The following modules are 
broad categories:

SOC Design
Our security architects will investigate the client’s existing security 
topology and identify any capability gaps, both in proactive 
protection (firewalls, antivirus etc) and security information 
sources to feed into the SOC. The resultant design decisions will 
be made in consultation with the client prior to implementation.

SOC Development

There may already be a capability in place which needs to be 
enhanced or refreshed. The existing capability can be audit and 
compliance assessed against client or independent policy such as 
ISO27000 series.

Continued..

Introduction 
By using the appropriate technology to meet the customer 
requirement a SOC can greatly improve the security posture of an 
organisation, providing a real-time view of the current security status 
of the client’s assets. Our experienced team proactively manages 
and maintains the security assets to meet the ever changing threat 
and provides the organisations stakeholders with the information 
needed to maintain an effective operational threat picture, facilitating 
strategic decision making processes.
In the event of the unexpected happening our team has a vast 
amount of incident response expertise, sufficient to meet any 
situation and providing a dynamic and effective incident response 
capability throughout the incident life cycle, from initial identification 
to post attack recovery.



SOC Policy and Procedures

Ensuring the correct policy and procedures are developed during 
the set up and implementation of a SOC is vital. It avoids any 
unnecessary expenditure, defines best practise and provides 
support to new analysts and existing staff. CND have developed a 
time-tested way to put your SOC into a fully operational reality. The 
following are some of the processes:

Operational

 •    Event Management
 •    Daily Operations 
 •    Training
 •    Disaster Recovery
 •    Business Continuity
 •    Incident Containment
 •    Event Recovery

Technological

 •    Design
 •    Configuration Management
 •    System Administration
 •    False Positive Reduction

Analytical

 •    Event Detection
 •    Reporting
 •    Incident Management
 •    Intrusion Detection
 •    Advanced Analysis
 •    Trend Analysis
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SOC Operation
At the heart of a SOC is the near real time monitoring team, 
analysing the security events and managing the security posture.  
CND SOC consultants are deployed in a number of different ways 
to meet the client requirements, either as contractors or to 
supplement Full Time Employees (FTE).  The following are a few 
examples of how client’s currently use our staff:

     • Manpower substitution to the end client (unbranded or 
CND branded).

     • Manpower substitution to a service delivery client 
(branded as the service delivery client).

     • 24x7 shift working junior analysts, with the client 
managing the team and day staff.

     • On call expertise to support client staff when incidents  
occur.

     • On call temporary staff to fill in for vacation etc of client 
staff (reducing FTE head count).

     •   Entire SOC team in-sourced to the client site
     •   Architecture only, designing a networks monitoring   

capability.
     •   Management only, using CND capability to manage and  

train client FTE’s.
     •   Advanced Analysts to support clients existing team.
     •  CND Recruitment staff are used to provide permanent 

staff to client SOC’s

CND’s Security Operations Center/Centre (SOC) Development
Computer Network Defence has a solid background stretching back many years, building many Security 
Operations Centre's for our clients.  We have established extremely robust facilities, and where the client 
wishes to keep control in house, handed the facilities over to the customer with the option of us fulfilling 
a regular supporting role or manning the SOC's permanently for many years. The network sizes have 
varied considerably from less than 100 users to over 200,000. For more information please feel free to 
contact us today.


